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1. Purpose. To publish instructions for administering the
Naval Facilities Engineering Command (NAVFACENGCOM) Command Duty
Of ficer (CDO) Watch. This instruction has been revised in its
entirety.

2. Cancellation. NAVFACINST 1601.3L.

3. Scope. The NAVFACENGCOM CDO Watch is maintained to ensure
continuity of the Command's functions after regular working
hours. While in duty status, the CDO shall act as the direct
representative of the Commander in all matters of interest to
the Command. General instructions for the CDO are set forth in
enclosures (1) through (15).

4. Action. CDOs will familiarize themselves and comply with
enclosures (1) through (15).
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AUTHORI TY, ORGANI ZATI ON, AND RESPONSI BI LI TI ES OF THE WATCH

1. Authority. The CDOis the official representative of the
Commander, Naval Facilities Engineering Command and the Chief of
Civil Engineers. The CDO acts for and with the authority of the
Commander during assigned periods of duty. Full authority may
be exercised to take whatever actions are deened necessary under
prevailing circunstances to include calling on all command
personnel, mlitary or civilian, for assistance as needed. This
del egati on of authority shall not be construed to authorize
departure from established rules, regulations, or policies of
the Command. While this instruction sets forth certain
procedures, there is no intent to cover all possible situations,
nor is there any intent to prevail over commpn sense and sound
judgnment on the part of the CDO.

2. Organi zation

a. Senior Watch Officer. The Director, Seabee Readi ness
(SR) is designated the Senior Watch Officer and is responsible
for adm ni steri ng NAVFACENGCOVHQ duty procedures. SR shall take
final action on all matters regarding duty matters.

b. Assistant Senior Watch O ficer. The Head, Seabee
Doctrine, Policy and Operations Branch (SRD) acts as assi stant
for all matters concerning the watch. In the absence of SR, SRD
shal | assume the Senior Watch Officer responsibilities.

c. Watchbill Coordinator. The MIlitary Manpower Section
(SRM Yeoman is the watchbill coordinator, responsible for
devel opi ng and mai ntaining the nonthly watchbill

d. Watchstanders. All officers of the rank of Conmander
and below, and all enlisted personnel in paygrades E-7 and E-8
assi gned t o NAVFACENGCOVHQ, except for Executive Assistants and
Fl ag Aides, shall be assigned as the CDO on a rotational basis.

3. Responsibilities

a. Seni or Watch Oifi cer

(1) The Senior Watch Officer shall ensure the nonthly
wat chbill is devel oped and distributed to all CDGOs, the
Executive Assistant to the Conmander (00B), the Flag Aide (00A),
the Flag Secretaries (00S and 09S), G oup Captains, and Seni or
Executive Service nmenbers, by the 20th of the nonth.

Encl osure (1)
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(2) The Senior Watch Officer shall conduct quarterly
training of all CDOCs.

(3) The Senior Watch Officer shall ensure the accuracy
and conpl eteness of the CDO reference materials as listed in
encl osure (2). Reference docunents shall be revised and
republ i shed as necessary. The Senior Watch O ficer shall ensure
all materials, especially recall bills, are reviewed on a
quarterly basis and updated as required.

c. Watchbill Coordinator. The watchbill coordinator shal
prepare the nonthly watchbill utilizing a rotational assignnent
among all eligible watchstanders. All eligible watchstanders
shal | provide upconming | eave/travel information to the watchbil
coordi nator by the 15th of the nmonth. Watchstanders ordered to
three or nore weeks TAD or assigned NDW CACO watch will be
excused from standing the watch in that nonth. Wtchstanders on
energency |leave will be excused during the period of |eave.

b. Wat chst ander s

(1) Individual watchstanders shall arrange repl acenents

after distribution of the watchbill except in energencies.
Regul ar | eave, TAD, and special assignnents are not normally
consi dered energenci es and such watchbill change requests nust
be submitted in witing to the Watchbill Coordinator, with a

copy to the Assistant Senior Watch O ficer, specifying a
repl acenent.

(2) Watchstanders will stand duty from 0800 on the
assigned day until 0800 on the follow ng workday, according to
t he procedures outlined in enclosure (3) of this instruction.

(3) Each wat chstander is responsible for review ng the
accuracy and conpl eteness of the CDO reference materials |isted
in enclosure (2) of this instruction. |Inprovenents,
corrections, and clarifications shall be clearly posted, dated
and initialed in the materials by the CDO and notification
provided to the Assistant Senior Watch O ficer.

c. Supernunerary. The watchbill will Iist supernunerary
wat chst anders to stand duty in the event of enmergencies
i nvol ving the schedul ed wat chstander. |f the CDO becones ill or
i ncapacitated while on duty, the remainder of the watch will be
stood by a supernunerary. Reliefs under these circunstances
will be arranged by the incapacitated watchstander contacting
one of the supernunerary watchstanders in order listed. Once
the watch has been transferred, the relieved watchstander shal
notify the Assistant Senior Watch O ficer and 00B.
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COVMVAND DUTY OFFI CER REFERENCE MATERI ALS

1. The CDO reference material includes the follow ng:

a. CDO Duty Binder in the briefcase consisting of:
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NAVFACI NST 1601. 3M Headquarters Command Duty
O ficer Instruction

Summary of Routine Responsibilities

Front Office Call Transfer and Voi ce Mai

I nstructions

Recal | Phone Numbers

Downl oadi ng Uncl assified Message | nstructions
| ncom ng Cl assified Message | nstructions

| NFOCON Pr ocedur es

Security O ficel/ Alarm System and Door Locking
I nstructions

Property Passes

CDO Pass Down Log

Uncl assified Message Preparation and Rel ease
Procedures

Speci al Reporting Gui dance (OPREP-3/ Sl TREP)
Force Protection Condition (FPCON) and Defense
Conditi on (DEFCON) I nformation

NAVFAC Conti ngency Contracting Capabilities (NFESC
and CONCAP)

STU-111 Classified Phone Instructions

CDO Logbook

CDO Briefcase includes the foll owing | oose itens:

Duty Pager

Duty Cel lul ar Phone, with charger

A master key to NAVFACENGCOVHQ of fice spaces and
mai | room

The door key for doors in the stairwell at the
nort hwest corner of the Sanger Quadrangle

A screwdriver (for resetting perinmeter doors)

The door key for the Security Ofice (in a sealed
mani | a envel ope)

C. CDO Reference Binder at the SRM Yeoman’s desk cont ai ns:

AUNTNNNAN
GhWNEF
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NAVFAC P-1

Depart nent of Defense Tel ephone Directory

FPCON definitions and neasures

OPNAVI NST 3100. 6F, Section X, OPREP-3 Navy Bl ue
USN Fl ag Roster

2. Upon assunming the watch, the CDO shall ensure all reference
materials are accounted for.

Encl osure (2)
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COMVAND DUTY OFFI CER WATCH PROCEDURES

1. Tour of Duty

a. The watchstandi ng procedures depend on the current
Def ense Readi ness Condition (DEFCON) as established by the Chief
of Naval Operations and Force Protection Condition (FPCON) as
establi shed by the Commander, Naval District Washington. Under
normal peacetime conditions:

(1) The duty starts at 0800 on the assi gned workday and
ends at 0800 the followi ng workday. The CDO s prinmary
responsibility is to represent the Commander, Naval Facilities
Engi neering Command, after working hours. |In addition, the CDO
shall stand a watch in the 3" deck Command Suite from 1620 unti
rel eased by the Commander, Vice Conmander or Executive Assi stant
(00B). The remai nder of the duty will be stood in normal work
spaces, at residence, or within a fifty mle radius of the
Headquarters (with a properly functioning cell phone and pager
system). On the next workday, the CDO shall report to
Headquarters no | ater than 0645 and assist the Command Suite as
required.

(2) Cccasionally, due to inclenment weather or energency

situations, NAVFAC Headquarters personnel will be officially
excused from work by higher authority, will be prevented from
reachi ng Headquarters, or will be required to remain overnight.

During such times, essential operations nmust continue as
outlined in enclosure (4) of this instruction.

b. Changes in the DEFCON (DEFCON 3, 2, or 1) mmy be brought
about by an exercise or actual worsening world situation. |In
t he case of exercises, CDOs will be briefed before assum ng the
wat ch. For actual DEFCON changes, the CDO shall i mredi ately:

(1) Notify the Executive Assistant (00B), Director,
Seabee Readi ness (SR), Deputy Commander for Operations (OPS),
and Director, Engineer Operations Center (ECC).

(2) Readdress the LERTCON nessage to the NAVFAC cl ai nancy
and PWCs.

c. |In case of a change in DEFCON, the center of activity
will nost |ikely be the Navy Command Center in the Pentagon.

d. Additional information/assistance may be obtai ned by

calling EOC or the Readi ness Oficer, Contingency Engi neer Plans
(SRP).

Encl osure (3)
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e. Changes in FPCON (previously known as threat conditions
(THREATCON) ) nmy be brought about by indications or warnings of
terrorist activity in the National Capitol Region. These
changes nmay be received from NCIS or NDW Any tinme there is a
change in FPCON, the CDO shoul d:

(1) I'mediately notify the NAVFAC Security Manager or
Assi stant Security Manager.

(2) Notify the Conmmander (00), the Vice Commander (09),
00B, the Director, Engineer Operations Goup (OPS), the
Di rector, Engineering Resources Group (ERG), the Director,
Engi neering Programs Group (EPG, EOCC, and SR

(3) Review the CDO Reference Binder contents, including
t he descriptions of threat conditions, together with a |ist of
actions to be taken by Headquarters upon establishnment of a
particul ar threat condition.

(4) Assist NAVFAC Security Manager in setting appropriate
force protection nmeasures.

f. Changes in information operations conditions (1 NFOCON)
may be brought about by threats to information security (e.g.,
viruses, wornms). Changes are received via nessage from NCTF-

CND. In case of order to set INFOCON Al fa, Bravo, Charlie, or
Delta, the Duty Oficer shall follow the instructions included
in the duty binder. These include:

(1) I'mediately notify the NAVFAC Chief Information
Officer organization.

(2) Obtain a copy of the nmessage, then update NAVFAC
Cl O staff.

(3) Notify 00, 09, the Director, Engineer Resources
G oup (ERG, and ECC.

(4) Notify Subordi nate Commands by contacting them at
recall nunmbers in CDO binder. During working hours, the EOC
will assist with contacting subordi nate comands.

(5) Assist NAVFAC CIO in setting | NFOCON.

2. Assuning the Duty

a. Watch will be stood in the mlitary uniform of the day.
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b. The offgoing CDOw Il turn over the CDO briefcase to the
oncom ng CDO during their face-to-face turnover, and confirmthe
| ocati on of the CDO Reference Binder kept at the SRM Yeonan’s
desk.

c. The onconmi ng CDO shall check power |evels of
conmuni cations equi pment and to replace/recharge batteries as
necessary.

d. Report to the Conmand Suite (Bldg 109, 3'¢ Floor) by 1620
to assunme the Command Suite watch

3. Procedures for Standing the Command Suite Watch

a. Commencing at 1620, the CDO is responsible for
perform ng all routine office functions normally performed by
the front office adm nistration personnel including greeting
visitors, answering telephone calls, etc. However, 00S will
continue to performthese functions for 00 until she secures.

b. Upon assum ng the watch, the CDO shall determ ne the
| ocation of 00, 09, and 0OB.

c. The CDO shall notify the Navy Command Center and the
Naval Tel ecommuni cations Center that the watch has been set, and
provi ding personal recall information (name, rank, CDO cell ul ar
phone nunber, and home phone number).

d. Cleaning Command Suite:

(1) The janitorial crewis required to clean the Command
Suite to include:

(a) Vacuum all carpets

(b) Clean the restroom

(c) Dust horizontal surfaces
(d) Enpty all waste baskets

(2) Arrival of the janitorial crew is expected between
1630 and 1800 daily.

(3) Unless advised to the contrary by 00/09/00B, CDOs are
not to hinder janitorial crew access to the Command Suite with
t he exception of closed inner offices. The janitor is under no
obligation to return if unable to gain access to the work area
on the initial attenpt.
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4. Checklist for Securing the Watch at Headquarters. Unless
rel eased by 00/09/00B, the CDO is not to secure until both 00
and 09 have departed and the cl eaning crew has secured. The

following actions will then be taken:

a. Record your personalized tel ephone nessage and activate
the voice mail nessagi ng systemas outlined in enclosure (5).

b. Forward the 685-9499 extension to the CDO cell phone as
outlined in enclosure (5). |If the CDOis secured prior to the
Chi ef’s departure, the CDO shall rem nd 00B and 00A to forward
cal |l s.

c. Verify the call forwarding is functioning by calling
685-9499 to see if the cell phone rings. Further guidance is in
encl osure (5).

d. Check with 00B to receive final instructions.

e. Check and initial the Security Contai ner Check Sheet for
safe #23, located in the Command Suite storage room |f found
unl ocked and all front office staff have departed, see enclosure
(6) for guidance.

f. Turn off lights and secure Command Suite front door (if
ot her personnel have already secured) and the two main entrances
and lights to the Chief’s Board Room Do not secure the door
fromthe Command Suite to the Chief’s Board Room

g. Conduct a physical check of the door to the SRP Vault
and SR Conference Roomto ensure they are properly | ocked, and
initial on the posted Security Container Check Sheet. This

secured status will be indicated by a red light in the top row
of each key pad next to the door synmbol with an “X’ through it
(the second symbol fromthe right). |If either door is not

secure, and nobody answers the doorbell to the vault, call SRP
and see enclosure (6) for guidance.

h. After 1800, conduct a physical check of all 17 doors
accessible fromthe exterior of the building, to ensure they are
properly locked. The doors, shown in figure 1, are |ocated as
fol | ows:

8 — main vestibule (4 facing Patterson Avenue and 4
faci ng the Sanger Quadrangl e)

2 — link

3 — stairwell in the northwest corner of the Sanger
Quadrangle (1 on each of the three fl oors)

1 — rear of building 109

1 — Sanger Quadrangl e arch

2 — supply entrance (north of main entrance on Patterson
Avenue)
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I f any door(s) are found unsecured, attenmpt to secure them
using the procedures found in enclosure (7) to this instruction.

i. Upon conpletion of rounds, the CDO may shift the watch to
hi s/ her residence or within a fifty-mle radius of the
Headquarters with a properly functioning cell phone and voice
mai | nmessagi ng system

5. Regul ar Responsibilities at Residence. The CDO shall keep
t he pager and cell phone activated, and ensure they are within
hi s/ her hearing, throughout the period of duty. Every two hours
whi |l e awake, the CDO shall call the voice mail systemto ensure
there are no nessages (see enclosure (5) for detailed

i nstructions).

6. Checklist for Resunm ng Headquarters Watch on Wor kday
Morni ngs. The follow ng actions will be perforned by the
of f goi ng CDO:

a. Prior to 0600, call the voice mail systemto ensure there
are no nmessages on the system

b. No later than 0645, report to the Command Suite to assi st
front office personnel as required. Ensure the voice nail
nmessagi ng system and call forwardi ng has been turned off.
Normally 00S will do this, but if she is not in or has not done
it yet, deactivate the system using the procedures in enclosure
(5) of this instruction.

c. |If necessary, brief 00B and SRD of any unusual
happeni ngs.

7. Procedure for Being Relieved. The offgoing CDO and oncom ng
CDO wi I'l conduct a face-to-face turnover and inventory at a
nmut ual | y-agreed tine.
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UNPLANNED CLOSURE OF HEADQUARTERS

1. GCeneral. There are several instances that could result in
the necessity to close the Naval Facilities Engineering Command
to routine business, including severe weather, base closure
caused by increased Force Protection conditions, catastrophic
failure of Headquarters building, etc. During these unplanned
events, essential operations nust continue, but the vast

maj ority of Headquarters staff will be excused from work.

2. Regional Closure. In the National Capitol Region, the

O fice of Personnel Managenent is responsible for determning if
severe weat her (snow energency, hurricane, etc.) or regional
emergency will result in closing the federal government. By
0430, OPM wi Il provide closure information to the nmedia for
distribution to the general public. Cosure information is also
avail able on OPM s website (www. opm gov).

3. Base or Command Cl osure. Other situations may occur in

whi ch the workforce is excused fromwork, but the nmedia my not
obtain or distribute this information. Such situations include
setting Force Protection Condition DELTA or a fire that severely
danmages one or nore of the NAVFAC Headquarters buildings. In
t he event of these situations, the CDO shall notify 00 or 09,
who will make a determi nation as to whether to cl ose NAVFAC
Headquarters, and whether or not to require key and essenti al
personnel to report to work. Key and essential personnel have
been previously designated by the command, and a conplete |ist
of key and essential personnel is in the CDO bi nder.

4. Command-W de Recall. Upon determ nation of a closure, the
CDO shall initiate a conmand-w de recall by notifying 00B, G oup
Capt ai ns, and Headquarters SES. G oup Captains are responsible
for maintaining recall procedures for their own directorates.

5. CDO Responsibilities During Closures. On closure days, the
CDO shall report to Headquarters no |ater than 0645 to ensure
that pertinent daily messages are received and delivered to the
00B as outlined in enclosure (8) to this instruction. |If 00Bis
not onboard, the CDOw Il review the daily nessages and take
appropriate action. The CDOw Il continue to stand watch in the
Command Suite and address matters as the official command
representative until relieved.

Encl osure (4)
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FRONT OFFI CE CALL TRANSFER AND VO CE MAI L PROGRAMM NG
I NSTRUCTI ONS

1. Call Forwarding

a. After normal working hours, upon being secured, the CDO
shall forward calls coming in to the front office extension,
685- 9499, to the CDO cell phone. The phone is nornmally
progranmed to automatically forward to the cell phone. To
execute the call-forwarding, push the “CF ALL” button on the
t el ephone | ocated on the Chief’s desk.

b. In the event of a power |oss and reprogranmng is
required, the phone should be reprogramed by dialing
“*722-99-703-304-4249#” fromthe Chief’s desk phone.

2. Voice Mail Messaging. Additionally, it is necessary to
ensure the voice mail systemis configured correctly so that
nmessages can be left and the CDO s pager will be activated, in
the event the call forwarding to cell phone function is
intentionally or unintentionally di sengaged. The voice nmail

systemw ||l not notify the pager of nessages unless it is
activated before departing. 1In order to do that, the CDO nust
ensure:

a. The nessage is personalized.
b. The pager tel ephone nunmber is correct.

c. The voice mail answering tinme schedule is correct for
t he day(s) of the watch (weekends/ holidays and weekdays).

d. The voice mail systemis activated before departure.

3. To Personalize the Tel ephone Message:

a. Using extension 685-9499, dial 685-7400. This is the
voi ce mail tel ephone nunber. All procedures fromhere are menu
driven.

b. Enter the password fromthe keypad. The password is
| ocated in the CDO binder.

c. Press the nunmbers 4-3-1-2-1 on the keypad. You can wait
for the nmenu sel ections or press the nunmbers w thout waiting for
i nstructions.

Encl osure (5)
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d. Record the foll owi ng message:

"You have reached the Naval Facilities Engi neering Comrand.
The CDO is (RANK and NAME). The current Force Protection

Condition is (FPCON Level). Please |eave your nanme and
commrer ci al phone nunmber and your call will be returned shortly.
| f you desire, you may contact ne directly at (phone number)
where | will be (overnight/over the weekend), you may call ne on

cell phone (703) 304-4249, or you may page nme at 1-888-439-6779.
Thank you."

e. Press the “#” sign to indicate the recording is correct.
If you want to rerecord the message press the “*” sign.

f. Turn outcall notification ON by pressing 1.

g. Exit the nessage system by pressing “*” three tines.
Hang up when conpl et ed.

4. To Activate the Voice Ml :

a. Using extension 685-9499, dial “*726”. You should get a
second di al tone.

b. Dial 685-7400. Wen you hear a confirmation tone, hang
up.

c. Using extension 685-9499, dial “*727”. The system
answering machine is now set and will notify the duty pager when
a nessage is left.

5. To Check for Messages:

a. Dial the Voice Mil nunber 202-685-7400.
b. Press the “#” key.

c. Enter “685-9499” to indicate the mail box nunber you want
to check nessages for.

d. Enter the password on the keypad.
e. Press “1” to review the nessages.
6. To Deactivate the Voice Mail Messagi ng System To deactivate

the voice mail nmessagi ng system use extension 685-9499 and di al
“xT737".
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7. To Change the Voice Mail Answering Tine Schedul e:

a. Using extension 685-9499, dial 685-7400 (the Voice Mai
t el ephone nunber).

b. Enter the password on the keypad.

C. Press the numbers 4-4-1. You can wait for the nenu
sel ections or press the nunmbers without waiting for
i nstructions.

d. Listen to the voice pronpt and follow the instructions.
Normal Iy, you would set the time for forwarding calls from 6:00
PMto 7: 00 AM on weekdays and 6:00 AMto 5:59 AM on weekends.

e. |If you are standing watch on a weekday holiday, however, you
need to programthe systemto forward calls for the full 24
hours during the holiday weekday.

8. To Change the Pager Tel ephone Nunber:

a. Using extension 685-9499, dial 685-7400.

b. Enter the password fromthe keypad.

c. Press the nunmbers 4-4-1-1-2. You can wait for the nenu
sel ections or press the nunbers without waiting for
i nstructions.

d. Follow the instructions for changi ng the pager tel ephone
numnber .
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CLASSI FI ED MATERI AL CONTAI NERS/ VAULTS

1. Should classified naterial be received by the CDO during the
wat ch, the CDO shall call SRP or other SR vault personnel |isted
on the recall list located in the CDO binder.

2. Under no circunstances will classified material be renoved
to the CDO s residence. 1In all cases, receipt of classified
docunents will be logged in the CDO s journal for accountability
pur poses. The entry shall include: originator, serial

nunber/ date or date-tinme-group, and nunber of copi es.

3. Unlocked Safes/Vaults and Al arm Soundi ngs

a. Naval District Washington (NDW Security, (202) 433-2412

is instructed to report all instances of unlocked safes or
vaul ts, and al arm soundi ngs in Headquarters spaces to the CDO
and to stand by such containers or space until arrival of the

CDO. Building 33 contains four secure vaults as foll ows:

Zone 1 NAVFAC Securlty

Zone 2 JAG, 2" fl oor

Zone 3 NAVFAC SRP Conference Room
Zone 4 CE Vaul t

When call ed by NDW Security, the CDO shall verify which zone

isinalarm |If Zone 2 is in alarm inform NDW Security that
this zone is in the JAG spaces. |If Zones 1, 3, or 4 are in
alarm the CDO shall imrediately report to Headquarters.

b. Upon arrival, the CDO will make an i nmedi ate on-the-spot

survey to determ ne whether or not there was any evidence of
forcible entry, possible comprom se, or | oss.

c. |If forcible entry, conpromi se, or loss is suspected, the
CDO wi Il imrediately notify the Security Manager and the
respective safe or vault primary/alternate custodian. Caution
must be exercised to protect the area for any evidence that nay
exist i.e., fingerprints, etc. The CDO will also obtain
statements surroundi ng the incident from NDW Security.

d. If forcible entry, conpronise, or loss is not suspected,
t he CDO shall personally secure the container, nake an
appropriate security notation report in the CDO s journal, and
contact the vault primary/alternate custodi an the next working
day so they can conduct a conplete inventory.

Encl osure (6)
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4. Security Violation Reports. A conplete and detailed entry
of all security violations shall be entered in the CDO s
journal. In addition, a witten report of all security
violations will be nade by the CDO to the Security Manager on
t he next workday with a copy to the directorate involved.
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PERI METER DOOR PROCEDURES

1. If a perimeter door is found unsecured the foll owi ng steps
shoul d be taken to secure the buil ding:

a. Check the blue box next to the card reader. Ensure the
handle is in place and secured. |If not secured, directions to
reset the handle are on the blue pull plate. Use the
screwdriver in the CDO bag to reset the handl e.

b. If the pull plate is secured, but the perineter door is
still not secured, call the Assistant Security Manager or
Security Manager at their recall nunbers. |If contact cannot be

made, the CDO is authorized to enter the Security Ofice and
conduct an override of the security system

2. CDOs may access the Security Ofice after normal duty hours
for official business as required by using the follow ng
procedur es:

a. Key to office door is |ocated in seal ed envel ope in the
CDO bri ef case.

b. Open the door by entering the cipher conbination (found
in the CDO binder), and turning the |ocking knob while turning
t he door Kkey.

3. Any tine entry is made to the Security Ofice after nornm
wor ki ng hours, a witten report will be filed with the Security
Manager the foll ow ng workday, explaining who made entry, when
and why it was nmade.

4. 1f an override of the security systemis required, and the
Security Manager or Assistant Security Manager cannot be
reached, the CDO nay attenpt the override as follows:

a. Power on the nmonitor to the Conputer Access System (the
term nal against the back wall).

b. Enter the |login and password found in the CDO binder.
c. Locking/ Unl ocking a Single Door.

(1) Select Mnitors.

(2) Select Commands.

(3) Cick on Select Type.

(4) Select Readers.

Encl osure (7)
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(5) dick Find.

(6) Select the |ocation/door that requires | ocking or
unl ocki ng.

(7) dCick on Select a Command.

(8) Select the command desired — Lock door or unl ock
door .

(9) dick on OK
(10) Cick Exit.
(11) Cick Logoff.

d. Locking/ Unl ocking ALL Doors.
(1) Select Mnitors.
(2) Select Commands.
(3) Cick on Select Type.
(4) Select Reader Group.
(5) dick Find.
(6) Select Emergency Close.
(7) dCick on Select a Command.

(8) Select the command desired — Lock door or unl ock
door .

(9) dick on OK
(10) Click Exit.
(11) Cick Logoff.

5. If all attenpts to secure door(s) fail, contact NDW
Security, (202) 433-2412, informthem of the unsecured door(s),
and request themto nmake additional patrols until the follow ng
wor kday. Continue attenpts to reach Security Manager and/or
Assi stant Security Manager.

6. A witten report detailing the door(s) unable to be secured
and attenpts nade to secure themw |l be provided to the
Security Manager the next working day.
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AFTER HOURS MESSAGE TRAFFI C

1. The CDO may be required to retrieve nmessage traffic after
nor mal wor ki ng hours and during declared inclement weather or
ener gency situations.

2. After normal working hours, the CDO wi Il be notified by
NAVCOMTELSTA Washi ngton DC if an immedi ate action nessage is
received. Response to high precedence nessages shall be
dictated by the nature, urgency, and substance of the subject
and, when possible, coordinated with the appropriate NAVFAC
code. Where immedi ate action/response is indicated, the CDO
will take such action and effect such response. |[If, in the
CDO s opinion, the matter does not require i mmedi ate acti on,
action nmay be deferred until the next workday. Such deferrals
shall be logged in the CDO log and the CDO will advise the
appropri ate Headquarters code at the earliest reasonable tinme,
but not |ater than 0800 on the next regul ar workday.

3. If the CDO determ nes that a message(s) nust be revi ewed,
the CDO wi |l downl oad the nessages in the mailroomin accordance
with the procedures in the CDO binder. |If the CDO has

difficulty, he/she should call AHS/ nmailroom personnel, SRD, or
anot her CDO for assistance, or, as a last resort, request the
Message Center to provide hima hard copy of the nessage. |If
t he i mmedi ate action nessage is classified, the CDO should
recall the SRP personnel to downl oad the nessage, per the
instructions in the CDO binder.

4. During declared inclenent weather or energency situations,
routi ne message traffic nmust still be processed and revi ewed.
The CDO should first attenpt to recall AHS/ mailroom personnel.
I f no AHS/ mailroom personnel are able to reach NAVFAC HQ to
downl oad routine nessage traffic, the CDO shall do so.

5. After 1630 on regul ar workdays and as necessary on weekends,
CDOs are authorized to release nmessage traffic of any
precedence, and any classification up to the security
classification for which the individual officer is cleared.
Procedures are in the CDO binder for preparing and rel easing
uncl assified nessages. To prepare and rel ease classified

nmessage, recall SRP personnel. AlIl messages should be fully
prepared on di sk using the Message Text Formatter (MIF) program
Messages so released will bear the title "CDO' in the "Rel ease"

bl ock of the nessage form The DTG (date-time-group) will be
entered in Zulu tinme, by adding four hours (EDT), or five hours
(EST) forward of the actual tinme the nmessage is released. The
CDO shall retain a copy of all outgoing nessages and turn them
in to NAVFAC Mail/ Comm Center the next workday.
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6. Assistance in typing nmessages nay be obtai ned by any
Headquarters secretary with the requisite security clearance.
Classified traffic of a security classification higher than that
for which the CDO is cleared and requiring i medi ate response
will be referred to SRP for appropriate action.
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PROPERTY PASSES

1. Policy. Proper control of government property demands the
exercise of full responsibility by the individual signing the
property pass to include verification of return of the sane
property. Routine approval of property passes by the CDO

i nherently weakens confidence of firmcontrol over property

i nvol ved due to additional personnel participation in the
process. THEREFORE, CDOS SHOULD EXERCI SE THI S PROCEDURE ON A
BY- EXCEPTI ON- BASI S ONLY -- YOU MJST BE CONVI NCED THAT NO OPTI ONS
EXI ST AND HEADQUARTERS M SSI ON ACCOWPLI SHVENT W LL BE | MPAI RED
I F YOU DON' T ACT. Enployees are expected to have property
passes approved by their cogni zant code authority. Provide the
i ndi vi dual assistance in contacting their code representative
t hrough the HQ Personnel honme phone roster.

2. The CDO, on occasion, may need to issue a Property Pass in
order to authorize release of governnent/personal property
during off duty hours. Accordingly, Property Passes will be
mai ntained in the CDO s briefcase in a seal ed envel ope.

3. \When issuing a Property Pass, CDOs shoul d abide by the
foll owi ng guidelines:

a. Property Passes should only be issued for a fully
justified need as per paragraph 1 above, and shall not be valid
for nore than five working days.

b. Al portions of the Property Pass should be conpl eted
i ncluding conplete identification (to include serial nunber) of
t he property being renmoved fromthe building.

c. An entry should be nade of all pertinent information in
the CDO s journal indicating Property Pass number, property
i nvol ved, individual issued to, and reason for issuance of the
pass.

d. The original copy of the Property Pass will be provided
by the person renmpving the property to his/her Directorate.

e. One Property Pass copy nust be delivered to SRMthe next
working day. SRMwi |l ensure the cognizant Directorate is
informed of the property release to verify the return of the
property and close out the Property Pass. The second Property
Pass copy will be maintained by the enpl oyee while the property
is in his/her possession.
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LEAVE FOR M LI TARY PERSONNEL

1. Energency Leave

a. CDOs are authorized to grant energency |eave to
Headquarters mlitary personnel incident to death or serious
injury/illness in the menber's famly. The CDO will conplete
the electronic | eave formand ensure the enmergency | eave address
and phone nunber are provided.

b. One copy of the Leave Request/Authorization wll
acconpany the nenber while on enmergency | eave. Two copies wll
be delivered to SRMthe next workday. The CDO w Il notify the
menber's imediate mlitary superior upon granting emergency
| eave.

2. Regular Leave. The CDO is authorized to grant annual | eave
to mlitary personnel with the verbal concurrence of the

associated Director. Procedures are the same as for emergency
| eave, except that in Block 10, "REGULAR', will contain an "X. "

3. Leave Extension. The CDO is authorized to grant extensions
to emergency and annual |eave. Such extensions should normally
be cleared with the associated Director. Extensions requested
in person may be granted by the CDO conpl eting Bl ocks 29a, b,
and ¢ of the |leave form Extension requests received by

t el ephone may be granted verbally. Confirmation of extensions
by message is not necessary unless such confirmation is needed
by the requester. All extensions granted should be | ogged and
reported to SRMthe next workday.
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| NCOM NG M LI TARY PERSONNEL

1. Permanent Change of Station (PCS). Mlitary personnel
reporting to NAVFAC on PCS orders should be directed to report,
with orders and records, to SRM at 0730 on the next workday. It
is not necessary for incom ng personnel to report in person
out si de of normal working hours.

2. Tenporary Assigned Duty (TAD). Mlitary personnel reporting
to NAVFAC on TAD orders should report at the appropriate tine
and place for the neeting they have been ordered to attend.
NAVFAC does not nornally endorse TAD orders, unless specifically
request ed.

3. Reserve Training. Mlitary reservists reporting to NAVFAC
on drill weekends should check in with RP to receive the
appropriate endorsenent for their orders. Mlitary reservists
reporting after hours to NAVFAC on Annual Training (AT), Active
Duty for Training (ADT) and Inactive Duty for Training and
Travel (IDTT) orders should report at 0730 the foll ow ng workday
to the Reserve Personnel Division (RP) for additional

i nstruction.
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ACCESS TO OFFI CE SPACES

1. Policy. Headquarters Conmand Suite office spaces shall be
| ocked upon departure of the |ast occupant each day, after
weekday evening cl eaning by custodial crews, and at all tines on
weekends and hol i days when not occupied. The CDO is authorized
to open any Headquarters offices utilizing the naster key on the
CDO key ring.

2. Responsibility. Spaces so opened shall be subsequently
secured. Appropriate entries shall be made in the journal.
Entries in the CDO journal should explain why spaces needed to
be opened.
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SERI OUS PERSONNEL | NJURY/ DEATH

1. Mlitary

a. Upon receipt of notification (and CDO confirmation, as
appropriate) of serious injury or death of mlitary personnel
assi gned to NAVFAC Headquarters (including USNR officers on
Active Duty for Training and TAD personnel), the CDO wi ||
i medi ately notify SR, 00B (who will notify 00 and 09), the
Director of Safety and Occupational Health (SF) and the
cogni zant Director, as appropriate. The Naval District
Washi ngton (NDW CDO and CACO coordi nator should al so be
notified by calling the NDWDuty Office.

b. Determine if the next-of-kin, if residing in the area,
have been informed. |If not, arrange to have notification made
by a Headquarters officer, either the Director or a known cl ose
friend of the deceased. Coordinate notification with NDW CACO
coordi nator who is an expert in all CACO matters and should be
consul ted as needed.

c. Prepare and rel ease a Personnel Casualty Report nessage
(priority precedence). |Instructions for preparation are in the
Mlitary Personnel Manual Articles 1770-010 through 1770-040, a
copy of which is included in the CDO s briefcase. SRM may be
called in to assist in preparing the report. (The report
requires information fromthe deceased's service record.)

d. Upon receipt of notification of serious injury or death
of any CEC Officer (active or retired) or active duty Seabee,
the CDO shall make the appropriate entries in the log and notify
SR and 00B. The Chief of Civil Engineers is normally an
i nformati on addressee on casualty reports for CEC officers at
ot her conmmands/ activities.

2. Civilian. Information received on the death of any NAVFAC
Headquarters civilian or contractor enployee will be conveyed to
t he appropriate Director, SR, the Security Manager, and the
Head, Headquarters Services Section (AHS). For civilian

enpl oyees at field activities, the CDO shall notify SR and EOG
For deaths of civilian enployees on-duty, the CDO shall also
notify SF.

3. Construction Contractor. Information received on the death
of any NAVFAC contractor during the performance of a NAVFAC
construction contract shall be provided to EOCG EOC, and SF.
The field activity in charge of the contract shall notify NAVFAC
HQ by priority message within 24 hours of the m shap. Further
information is provided in the duty binder.
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BOVB THREATS

1. Bonmb threats or incidents of a simlar nature should be
treated as foll ows:

a. Notify the NDW Security, (202) 433-2412, and the NAVFAC
Security Manager inmmedi ately, providing as nmuch information as
possi bl e. NDW Security should notify necessary agencies (fire
departnent, police, FBI, EOD team etc.); confirmthey have done
so.

b. If there is reason to believe that detonation is
i mm nent, ensure all Headquarters spaces are evacuated through
the nearest exit to the park by the waterfront. This wll
normal |y be acconplished by NDW Security Forces. The CDO s
function is to assist if requested.

c. |If evacuation is made during an onboard watch period,
establish the watch at the nearest safe tel ephone and notify
appropri ate commands.

d. Notify the Navy Command Center in accordance with the
Speci al Incident Reporting Manual, OPNAVINST 3100. 6F, Section X
paragraph 1h. (Copy in the CDO Duty Fol der.)

e. Provide as nuch as possible of the follow ng information
to NDW Security.

(1) Tel ephone number upon which the call was received
(2) Date/tine of the call

(3) Nane of person receiving the call

(4) Tinme the device was reported to expl ode

(5) Location where bonmb has been or will be planted
(6) Exact words of caller

(7) ldentifiable background noises (e.g., street sounds,
radi o/ TV, baby crying)

(8) Inferred information on caller (sex, age, race,
intelligence |evel); speech characteristics (accent, sl ang,
i npedi nent, apparent intoxication); and attitude (calm excited,
det er mi ned)

(9) Possible suspects
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(10) Any additional facts/information of note concerning
the call

f. Stand by to assist search teanms, security guards, etc.
g. Log all pertinent facts in the CDO journal.

h. Notify the Security Manager. Provide a copy of the

information requested in paragraph le above during the next
wor ki ng day.

i. The CDO Security Manager shall inspect spaces for
unsecured classified material when it is determ ned to be safe
to enter the office invol ved.
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AVI ATI ON FACI LI TY LI CENSES

1. Authority. Aviation Facilities Licenses convey the
privilege to land civilian aircraft on Navy and Mari ne Corps

| anding strips. Chief of Naval Operations has designated Naval
Facilities Engineering Command to issue Aviation Facilities
Licenses, primarily for aircraft needing to land at nultiple
facilities, but can issue for single facilities or facilities
within a specific region. Base commanders can issue cl earances
for their bases and designated regional conmanders (i.e.,
Atlantic Fleet, Pacific Fleet) can grant clearance for multiple
| ocations in their region. Energencies will be granted
tenporary licenses by the Air Traffic Controller at that
specific installation.

2. Policy. According to SECNAVINST 3770.1C (Dec 92), new
applications should be made 30 days prior to the first intended
| andi ng. Renewal applications can be made two cal endar weeks
prior to the first intended | andi ng.

3. Points of Contact. To request an Aviation Facilities

Li cense from NAVFACENGCOV, contact Ms. Audrey Taylor at (202)
685- 9202, M. M ke Henson at (202) 685-9199, or M. Richard
Engel at (202) 685-9203. If this request is being made after
hours, | eave a nmessage with Ms. Tayl or.
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